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Purpose 
The Eastern North Carolina School for the Deaf (ENCSD) recognizes the importance of protecting the confidentiality and safety of students, employees, and families participating in the North Carolina Department of Justice Address Confidentiality Program (ACP).

The Address Confidentiality Program is designed to assist individuals who are victims of domestic violence, sexual assault, stalking, human trafficking, or other qualifying offenses by protecting confidential address information from public disclosure.

ENCSD recognizes that some students, employees, parents, guardians, or household members may face unique communication, safety, accessibility, and residential considerations related to participation in the Address Confidentiality Program.

This policy establishes requirements for protecting confidential address information and complying with applicable state and federal laws regarding confidentiality, records management, student safety, personnel records, and public records obligations.

I. Definitions
For the purposes of this policy, the following definitions apply:
· Address Confidentiality Program (ACP): A program administered by North Carolina Department of Justice that provides a substitute address and confidentiality protections for eligible program participants.
· ACP Participant: An individual certified for participation in the North Carolina Address Confidentiality Program.
· Confidential Address Information: Any residential, mailing, location, contact, or identifying information protected under the Address Confidentiality Program or applicable law.
· Substitute Address: The designated address assigned through the Address Confidentiality Program for use in place of a participant’s actual residential address.

II. Confidentiality of ACP Information
ENCSD shall protect the confidentiality of ACP participant information in accordance with applicable law.
Confidential address information shall not be disclosed except:
1. As authorized by law
2. With written consent of the ACP participant or authorized representative
3. Pursuant to a lawful court order
4. To authorized personnel with a legitimate educational, safety, legal, or operational need to know
5. As otherwise permitted or required by law
ENCSD shall use the ACP substitute address when required or appropriate for official records, correspondence, and communications.

III. Applicability
This policy applies to:
1. Students
2. Parents or guardians
3. Employees
4. Applicants for employment
5. Residential program participants
6. Volunteers when applicable
7. Other individuals whose information is maintained by ENCSD and protected under the ACP

IV. Student Records and Educational Information
Student records containing confidential address information shall be maintained in accordance with:
1. The Family Educational Rights and Privacy Act (FERPA)
2. North Carolina student records laws
3. Applicable public records exemptions
4. ACP confidentiality requirements
ENCSD employees shall take reasonable steps to prevent unauthorized disclosure of protected information through:
1. Student information systems
2. Enrollment records
3. Transportation records
4. Residential records
5. Emergency contact information
6. Communication systems
7. Printed documents
8. Public postings
9. Electronic records or communications
Special consideration shall be given to protecting information in residential and transportation settings where inadvertent disclosure may occur.

V. Personnel Records
Personnel records containing ACP-protected information shall be maintained in accordance with applicable confidentiality laws, OSHR requirements, and Board policy.
Employees with access to personnel records shall protect confidential information from unauthorized disclosure.

VI. Communication and Accessibility Considerations
ENCSD shall make reasonable efforts to ensure that ACP-related communications and safety procedures are accessible and appropriate to the communication needs of affected individuals.
Staff shall avoid practices that could unintentionally disclose protected information through visual displays, interpreted communications, transportation rosters, dormitory assignments, campus directories, public events, or other operational activities.

VII. Public Records and Disclosure Requests
ENCSD shall comply with applicable public records laws while protecting information made confidential by law.
Requests for records involving ACP participants shall be reviewed in consultation with appropriate administrators, records management personnel, and legal counsel when necessary.
Nothing in this policy authorizes disclosure of information protected by law.

VIII. Staff Training and Responsibilities
Employees with access to confidential address information may receive training regarding:
1. ACP confidentiality requirements
2. Records handling procedures
3. Student and employee privacy obligations
4. Electronic records protections
5. Residential and transportation confidentiality considerations
6. Public records compliance
7. Reporting procedures for unauthorized disclosures
Employees shall immediately report suspected unauthorized disclosure of protected information to administration.
Unauthorized disclosure of protected information may result in disciplinary action and other consequences permitted by law.

IX. Safety and Emergency Situations
ENCSD may disclose confidential information during emergencies when necessary to protect health or safety and when authorized by law.
Emergency disclosures shall be limited to the information necessary to address the emergency situation.

Legal References
· Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. § 1232g 
· Violence Against Women Act (VAWA) 
· Americans with Disabilities Act, 42 U.S.C. § 12101 et seq. 
· North Carolina Address Confidentiality Program statutes, N.C.G.S. Chapter 15C 
· North Carolina Public Records Act, N.C.G.S. Chapter 132 
· North Carolina General Statutes §§ 115C-402, 115C-404, 126-22 through 126-30 
· Applicable North Carolina Office of State Human Resources policies
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