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Purpose
The Eastern North Carolina School for the Deaf (ENCSD) is committed to protecting the confidentiality, integrity, and security of personally identifying information (PII) of students, employees, families, and other individuals in accordance with federal and state law and Board policy.
This policy establishes requirements for the collection, access, use, disclosure, and protection of PII in all formats, including physical, electronic, audio, video, and digital records.
This policy operates in coordination with ENCSD records retention, technology, privacy, and artificial intelligence policies.

I. Policy Statement
ENCSD shall maintain appropriate administrative, technical, and physical safeguards to ensure that personally identifying information is protected from unauthorized access, disclosure, alteration, or destruction.
All employees, contractors, and authorized users are responsible for protecting PII in their possession or control.
Confidentiality requirements in this policy apply regardless of record format and remain in effect throughout the full lifecycle of the information, including collection, use, storage, transfer, retention, and disposition.

II. Definitions
For the purposes of this policy the following definitions apply:
· Personally Identifiable Information (PII): Any information that can be used to identify or trace an individual, either alone or when combined with other information, including but not limited to name, address, date of birth, identification numbers, financial information, educational records, health-related information.
· Confidential Information: Any information protected from disclosure under federal or state law, including FERPA-protected student records, personnel records, and other legally protected data.
· Authorized User: Any individual who has been granted access to ENCSD systems, records, or information for official educational or operational purposes.
· Unauthorized Disclosure: Any release, access, transmission, or sharing of PII without proper authorization or legal basis.

III. Protection of PII
1. PII shall be accessed only by authorized individuals with a legitimate educational or operational need.
2. PII shall be protected using appropriate safeguards, including secure storage, access controls, and approved systems.
3. PII shall not be disclosed to unauthorized individuals or entities except as permitted or required by law.
4. Employees shall take reasonable steps to prevent accidental disclosure of PII in both physical and digital environments.

IV. Use and Disclosure of Information
1. PII may only be used for legitimate educational, administrative, or operational purposes consistent with Board policy and applicable law.
2. Disclosure of PII shall comply with FERPA, state law, and other applicable confidentiality requirements.
3. Requests for disclosure shall be reviewed and processed through appropriate administrative channels

V. Technology and Data Systems
1. ENCSD technology systems used to store or process PII shall be managed in accordance with Board technology and cybersecurity policies.
2. Users shall not store PII in unauthorized applications, platforms, or devices.
3. Use of Artificial Intelligence (AI) tools involving PII must comply with Policy 3221 – Artificial Intelligence (AI) in Instruction and Operations.
4. Employees shall not input confidential or sensitive PII into unauthorized external systems or tools.

VI. Records Retention and Lifecycle Coordination
1. Retention, maintenance, and disposal of records containing PII shall be governed by Policy 5071/7351 – Electronic Stored Information Retention and Policy 5070/7350 – Public Records: Retention, Release, and Disposition.
2. This policy governs confidentiality and protection of PII and does not establish retention schedules or record lifecycle timelines.
3. In the event of conflict between confidentiality protections and retention schedules, applicable privacy laws (including FERPA) shall control.

VII. Data Breach and Security Incidents
1. Suspected or confirmed unauthorized access, disclosure, or loss of PII must be reported immediately to appropriate supervisory and technology personnel.
2. ENCSD shall respond to security incidents in accordance with applicable law, Board policy, and established procedures.
3. Incident response shall prioritize containment, mitigation, and protection of affected individuals.

VIII. Staff Responsibilities
Employees shall:
1. Protect all PII in their possession or access
2. Use only approved systems for storing or transmitting confidential data
3. Avoid sharing PII without authorization
4. Complete required training on confidentiality and data protection
5. Report suspected breaches or policy violations immediately

IX. Student and Family Information
ENCSD shall protect student and family information in accordance with FERPA and applicable state and federal law. Disclosure of student PII shall only occur when legally permitted or with appropriate consent.
X. Policy Coordination
This policy shall be implemented in coordination with:
· Policy 3220 – Technology in the Educational Program
· Policy 3221 – Artificial Intelligence (AI) in Instruction and Operations
· Policy 3225/4312/7320 – Technology Responsible Use
· Policy 4700 – Student Records
· Policy 5070/7350 – Public Records: Retention, Release, and Disposition
· Policy 5071/7351 – Electronic Stored Information Retention
· Policy 6051 – Data Privacy and Security (Website)
· Policy 6052 – Privacy Policy – Student and Family
· Policy 6053 – Internet Safety and Ethical Use

Legal References
· Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. § 1232g
· Children’s Online Privacy Protection Act (COPPA)
· North Carolina Public Records Law (N.C.G.S. Chapter 132)
· North Carolina Student Data Privacy Requirements
· State Board of Education Policies
· North Carolina Department of Information Technology Standards

This policy shall be reviewed periodically to ensure alignment with evolving privacy laws, technology systems, cybersecurity requirements, and ENCSD operational needs.

Revision History
Adopted: 03/19/2025
Revised: 04/28/2026
Revision Adopted: 09/16/2026

Summary of Revisions
1. Reorganized policy to align with ENCSD privacy and technology governance framework and NCSBA-style formatting standards.
2. Clarified distinction between confidentiality requirements (this policy) and records retention/lifecycle management (Policy 5070/7350 and 5071/7351).
3. Added explicit cross-reference to Policy 3221 for any AI-related processing of personally identifying information.
4. Strengthened definitions of PII, confidential information, and unauthorized disclosure for consistency across ENCSD policies.
5. Removed overlapping retention and storage provisions to eliminate conflict with records management policies.
6. Added data breach and incident response requirements to align with cybersecurity and technology governance expectations.
7. Strengthened staff responsibilities regarding safeguarding, access control, and reporting obligations.
8. Improved coordination language across technology, privacy, records, and student information policies.
9. Clarified legal hierarchy where FERPA and other privacy laws govern in cases of conflict with retention schedules.
10. Ensured alignment with ENCSD AI, technology use, and internet safety policy framework.
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