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Purpose 
The purpose of this policy is to establish requirements for the creation, maintenance, access, confidentiality, retention, and destruction of student records at the Eastern North Carolina School for the Deaf (ENCSD). Student records are essential to supporting student learning, ensuring legal compliance, protecting student privacy, and maintaining accurate educational documentation.

ENCSD is committed to protecting the privacy rights of students and families while ensuring that authorized school personnel have access to information necessary to support instruction, student safety, residential services, and compliance with federal and state laws.

I. Policy Statement
The Board of Trustees recognizes that student records must be maintained accurately, securely, and confidentially in accordance with the Family Educational Rights and Privacy Act (FERPA), the Individuals with Disabilities Education Act (IDEA), North Carolina law, and applicable State Board of Education policies.
Student records shall be protected from unauthorized access, disclosure, alteration, or destructions.  Access to student records shall be limited to individuals with a legitimate educational interest or as otherwise authorized by law.
The Superintendent or designee shall establish administrative procedures governing student records management, including collection, access, disclosure, correction, retention, destructions, and records requests.
This policy applies to all student records maintained in any format, including paper files, electronic systems, special education records, residential records, health-related educational records, disciplinary records, and digital communications maintained as part of the educational record.

II. Definitions
For the purposes of this policy, the following definitions apply:
· Student Record: Any record, file, document, or other material containing information directly related to a student and maintained by ENCSD or by a party acting on behalf of the school.
· Educational Record: Records protected under FERPA that are directly related to a student and maintained by the school or its agents, including academic, disciplinary, attendance, special education, and related service documentation.
· Directory Information: Information contained in a student record that may be disclosed without prior parental consent if designated by policy and not restricted by parent or eligible student opt-out rights, consistent with FERPA.
· Eligible Student: A student who is 18 years of age or older.
· Legitimate Legal Interest: A demonstrated need for access to student records by a school official in order to fulfill professional responsibilities related to the student’s education, safety, supervision, or school operations.

III. Creation and Maintenance of Records
ENCSD shall maintain accurate, complete, and current student records necessary for the educational planning, student support, residential services, legal compliance, and school operations.
Student records may include:
1. Enrollment and registration information
2. Academic records and transcripts
3. Attendance records
4. Discipline records
5. IEPs, evaluations, and special education documentation
6. Related services documentation
7. Residential student supervision records when educationally relevant
8. Health-related educational records maintained by the school
9. Assessment and testing records
10. Other records required by law or administrative procedures
Records shall be maintained in a manner that protects confidentiality and ensures accessibility for authorized use.

IV. Access to Student Records 
Parents and eligible students shall have the right to inspect and review educational records consistent with FERPA and applicable law.
Requests for access shall be processed within the time required by law and administrative procedures.
School employees may access student records only when they have a legitimate educational interest.
Third-part access to student records shall require:
1. Written parent or eligible student consent
2. A lawful exception under FERPA
3. A valid court order or subpoena
4. A child safety or emergency disclosure permitted by law
5. Other lawful authority for disclosure
The school shall maintain documentation of disclosures when required by law.

V. Confidentiality and Privacy
All employees are responsible for protecting the confidentiality of student records.
Employees shall:
1. Safeguard records from unauthorized access or disclosure
2. Use only approved systems and platforms for student information
3. Protect passwords and account security
4. Avoid discussing confidential student information in unauthorized settings
5. Follow privacy requirements related to electronic communication
6. Report suspected privacy breaches or unauthorized disclosures immediately
Student records shall not be disclosed publicly or used for purposes unrelated to legitimate educational functions.

VI. Special Education Records
Special education records, evaluations, IEPs, and related service documentation shall be maintained in accordance with IDEA, FERPA, and state special education requirements.
These records shall support the provision of a free appropriate public education (FAPE), communication access, and services necessary for students who are Deaf or hard of hearing.
Access to special education records shall be limited to authorized personnel and individuals permitted by law.

VII. Correction of Records
Parents and eligible students may request amendment of educational records they believe are inaccurate, misleading, or in violation of privacy rights.
The Superintendent or designee shall establish procedures for review of amendment requests and, when required, formal hearing procedures consistent with FERPA.
The school is not required to change records solely because a parent or student disagrees with professional judgment, grades, or disciplinary decisions that were properly documented.

VIII. Record Retention and Destruction
Student records shall be retained and destroyed in accordance with applicable records retention schedules, state requirements, and special education record retention laws.
The Superintendent or designee shall ensure procedures address:
1. Secure storage of active and inactive records
2. Records request management
3. Retention timelines
4. Secure destruction or records
5. Documentation of destruction when required
6. Preservation of permanent student records
Confidential records shall be destroyed securely to prevent unauthorized access.

IX. Technology and Electronic Records
Electronic student records shall be protected through appropriate security controls, including:
1. Access restrictions
2. Password management
3. Cybersecurity protections
4. Vendor privacy review
5. Secure transfer of records
6. Backup and recovery procedures
7. Monitoring of authorized system access

X. Residential Program Records
Because ENCSD operates as a residential school, certain records related to student supervision, safety, dormitory operations, and residential supports may be maintained when educationally relevant and consistent with applicable privacy laws.
Residential records shall be handled with the same confidentiality protections as other student records when they form part of the educational record.

Legal References
· Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. § 1232g
· Individuals with Disabilities Education Act (IDEA), 20 U.S.C. § 1400 et seq.
· Protection of Pupil Rights Amendment (PPRA), 20 U.S.C. § 1232h
· Americans with Disabilities Act, 42 U.S.C. § 12101 et seq.
· G.S. 115C
· G.S. 132
· North Carolina Records Retention and Disposition Schedules
· State Board of Education Policies

This policy shall be reviewed periodically to ensure alignment with evolving technology practices, legal requirements, accessibility standards, cybersecurity expectations, the operational needs of ENCSD, and the educational needs of students.
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