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Purpose 
The purpose of this policy is to establish requirements for the retention, management, protection, and lawful destruction of electronically stored information (ESI) at the Eastern North Carolina School for the Deaf (ENCSD). Effective management of electronic records supports legal compliance, operational efficiency, transparency, cybersecurity, student privacy, and records preservation obligations.
ENCSD uses electronic systems for instruction, student records, residential operations, personnel management, financial operations, communication, and administrative decision-making. These systems generate records that must be retained, protected, and disposed of in accordance with applicable federal and state laws, records retention schedules, and Board policy.
Because ENCSD serves students with Individualized Education Programs (IEPs) for Hearing Impairment (deaf or hard of hearing) under HB 11, electronically stored information may include records necessary to support communication access, accessibility, special education services, and residential student support.

I. Policy Statement
The Board of Trustees recognizes that electronically stored information is subject to the same legal, operational, and public accountability requirements as paper records.
Electronically stored information shall be created, maintained, retained, secured, and destroyed in accordance with applicable records retention schedules, litigation hold requirements, student privacy protections, public records laws, and cybersecurity standards.
No employee shall delete, alter, conceal, or destroy electronically stored information in violation of applicable law, retention requirements, audit obligations, or pending investigations.
The Superintendent shall establish administrative procedures governing electronic records retention, preservation, retrieval, archiving, lawful destruction, litigation holds, and employee responsibilities.
This policy applies to all electronically stored information maintained by ENCSD in any format or system, including email, text-based communications maintained as records, databases, cloud platforms, learning management systems, student information systems, personnel systems, surveillance records, and digital documents.
This policy applies to all student records maintained in any format, including paper files, electronic systems, special education records, residential records, health-related educational records, disciplinary records, and digital communications maintained as part of the educational record.

II. Definitions
For the purposes of this policy, the following definitions apply:
· Electronically Stored Information (ESI): Any information created, stored, transmitted, or maintained in electronic form, regardless of the device, platform, or storage location, including emails, digital documents, spreadsheets, databases, videos, audio files, text messages maintained as records, metadata, and cloud-based records.
· Record Retention Schedule: The legally established requirements that determine how long records must be maintained before lawful destruction or permanent preservation.
· Litigation Hold: A directive requiring preservation of records when litigation, investigation, audit, compliant, or other legal action is pending or reasonably anticipated.
· Public Record: Any record made or received in connection with the transaction of public business, as defined by North Carolina law, regardless of format.
· Secure Destruction: The authorized and irreversible deletion or disposal of records in a manner that prevents unauthorized recovery or access.

III. Scope of Electronically Stored Information
This policy applies to electronically stored information created or maintained through:
1. Student information systems (SIS)
2. Special education and IEP documentation systems
3. Residential program records and supervision documents
4. Personnel and human resources systems
5. Financial and procurement systems
6. Email and approved electronic communications
7. Learning management systems and instructional platforms
8. Cloud storage and shared digital workspaces
9. Security, surveillance, and access control systems
10. Board governance and administrative records
11. Other digital platforms used for official school business
Records maintained on personal devices may also be subject to this policy if they constitute public records or educational records related to school business.

IV. Retention Requirements  
Electronically stored information shall be retained in accordance with:
1. North Carolina records retention and disposition schedules
2. Student records retention requirements under FERPA and IDEA
3. Personnel records requirements
4. Financial and audit requirements
5. Public records laws
6. Federal grant and program requirements
7. Other legal obligations applicable to school operations
Retention periods shall apply regardless of whether records are stored locally, on network servers, or through cloud-based vendors.
Employees shall not determine retention periods independently unless authorized through established procedures.

V. Litigation Holds and Preservation
When litigation, investigation, audit, complaint, grievance, public records request, or other legal action is pending or reasonably anticipated, the Superintendent or designee may issue a litigation hold requiring preservation of relevant electronically stored information.
Employees shall immediately comply with litigation hold instructions and shall not:
1. Delete or alter relevant records
2. Disable automated preservation requirements
3. Circumvent retention controls
4. Destroy backup or archived records subject to preservation
Failure to comply may result in disciplinary action and legal consequences.

VI. Employee Responsibilities
Employees shall:
1. Maintain records accurately and professionally
2. Use approved systems and platforms for official school business when required
3. Protect confidential student, personnel, and operational information
4. Follow retention and destruction procedures
5. Preserve records subject to litigation holds
6. Report accidental deletion, security concerns, or unauthorized access
7. Avoid using personal accounts or unauthorized applications for official records when prohibited
8. Participate in required training regarding records retention, privacy, and cybersecurity
Employees remain responsible for records created through technology tools or artificial intelligence systems used in school operations.

VII. Student Records and Privacy Protections
Electronically stored student records shall be protected in accordance with FERPA, IDEA, and applicable privacy laws.
Access to student records shall be limited to individuals with a legitimate educational interest or other lawful authority.
Procedures shall include:
1. Access controls and permissions
2. Password management
3. Secure transfer of records
4. Vendor privacy review
5. Monitoring of authorized access
6. Secure destruction when retention periods expire

VIII. Security and Backup 
The Superintendent or designee shall establish procedures for:
1. Data backup and recovery
2. Cybersecurity protections
3. Secure archiving of required records
4. Access restrictions and user permissions
5. Incident response for data loss or security breaches
6. Monitoring of vendor compliance
7. Protection against unauthorized deletion or alteration
Electronic records systems shall be managed to support both operational continuity and legal compliance.

IX. Lawful Destruction of Records
Electronically stored information may be destroyed only when:
1. The applicable retention period has expired
2. No litigation holds or preservation requirement applies
3. Destruction is authorized under records retention procedures
4. Secure destruction methods are used
Destruction shall be documented when required by law, audit standards, or administrative procedures.
Unauthorized destruction of records is prohibited.

X. Public Records Request
Electronically stored information that qualifies as a public record shall be managed in a manner that supports lawful access and disclosure consistent with North Carolina public records laws and student privacy protections.
The Superintendent or designee shall establish procedures for records requests, review, redaction when required, and lawful production of records.

Legal References
· Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. § 1232g
· Individuals with Disabilities Education Act (IDEA), 20 U.S.C. § 1400 et seq.
· North Carolina Public Records Law, G.S. 132
· G.S. 115C
· North Carolina Records Retention and Disposition Schedules
· Federal Rules of Civil Procedure regarding electronically stored information
· State Board of Education Policies

This policy shall be reviewed periodically to ensure compliance with records retention requirements, technology practices, cybersecurity standards, legal obligations, and the operational needs of ENCSD.
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