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Purpose 
The purpose of this policy is to establish requirements for the protection of data privacy and security related to the Eastern North Carolina School for the Deaf (ENCSD) website and any associated online platforms, portals, and digital services used to communicate with students, families, staff, and the public. Effective website data privacy and security practices support student safety, public trust, legal compliance, cybersecurity, and responsible stewardship of school information.
ENCSD uses its website and related digital platforms to share school information, communicate with families, support enrollment and residential services, provide educational resources, and facilitate public access to school operations. These systems must be managed in a manner that protects confidential information, limits unauthorized access, and complies with federal and state privacy laws.
Website accessibility, visual communication, and language access shall be considered in all website privacy and security practices.

I. Policy Statement
The Board of Trustees recognizes that the ENCSD website and related digital services are important tools for communication, transparency, accessibility, and school operations. The website must be managed in a manner that protects personally identifiable information, student records, employee information, and operational data from unauthorized access, disclosure, misuse, or cybersecurity threats.
The school shall implement reasonable administrative, technical, and physical safeguards to protect data collected, stored, transmitted, or displayed through the website and related systems.
No confidential student, personnel, or protected school information shall be published, shared, or stored through the website except as permitted by law, Board policy, and approved administrative procedures.
The Superintendent or designee shall establish procedures governing website content management, data privacy protections, cybersecurity controls, vendor oversight, accessibility compliance, and response to privacy or security incidents.

II. Definitions
For the purposes of this policy, the following definitions apply:
· Personally Identifiable Information (PII): Information that can be used to identify an individual, including name, address, phone number, email address, student identification number, photographs when protected by law, or other data linked to a specific person.
· Student Data: Information directly related to a student and maintained by the school, including educational records protected under FERPA, special education documentation, directory information restrictions, and related school records.
· Website Administrator: The employee or designated staff member responsible for website management, content oversight, access permissions, and coordination of privacy and security requirements.
· Third-Party Vendor: Any external company, software provider, website host, application provider, or contractor that supports website functions, communication tools, forms, analytics, or digital services involving school data.
· Data Breach: Unauthorized access to, acquisition of, disclosure of, destruction of, or compromise of protected information maintained by the school.

III. Website Content and Data Protection
The ENCSD website shall be managed to protect confidential and sensitive information while providing appropriate public access to school information.
Website content shall:
1. Support school communication and transparency
2. Protect student and employee privacy rights
3. Avoid unauthorized publication of protected student information
4. Comply with FERPA, IDEA, and applicable privacy laws
5. Follow accessibility standards for students and families who are deaf or hard of hearing
6. Reflect professional, accurate, and legally compliant school communications
Only authorized personnel may publish or approve official website content.

IV. Student Information and Consent  
Student information shall not be posted on the website unless disclosure is permitted by law and consistent with parent or eligible student rights.
The school shall maintain procedures regarding:
1. Directory information disclosures
2. Parent consent for photographs, videos, and student recognition items when required
3. Restrictions on disclosure requests
4. Publication of student work or achievements
5. Residential student privacy protections
6. Confidentiality of special education and related service information
No IEP information, disability records, disciplinary records, or confidential educational records shall be publicly posted.

V. Website Security Controls
The Superintendent or designee shall ensure reasonable cybersecurity protections for the website and related digital systems, including:
1. Secure access controls and user permissions
2. Password management requirements
3. Multi-factor authentication where appropriate
4. Vendor security review and monitoring
5. Secure data transmission and encryption when required
6. Malware and intrusion protection
7. Backup and recovery procedures
8. Monitoring for unauthorized access or suspicious activity
Security controls shall be reviewed periodically to address evolving cybersecurity risks.

VI. Third-Party Vendors and Online Services
Third-party vendors supporting website operations must comply with applicable privacy and security requirements.
Before implementation, the school shall review:
1. Vendor data collection practices
2. Student privacy protections
3. Contractual confidentiality requirements
4. Data ownership and retention terms
5. Security safeguards
6. Incident notification obligations
7. Compliance with federal and state law
No vendor shall be permitted to use student data for unauthorized commercial purposes.

VII. Employee Responsibilities
Employees responsible for website content or access shall:
1. Protect confidential student and personnel information
2. Use only approved systems and accounts for official website functions
3. Verify accuracy before publishing information
4. Follow privacy and accessibility requirements
5. Report suspected security concerns or privacy breaches immediately
6. Avoid posting protected information without authorization
7. Participate in required training regarding data privacy, cybersecurity, and acceptable use
Employees shall also comply with Policy 4040/7310 Staff-Student Relations and student privacy policies when communicating electronically.

VIII. Accessibility and Communication Access 
Because ENCSD serves students who are deaf and hard of hearing, website accessibility shall be prioritized.
The website should support:
1. Visual access to information
2. Captioning and accessible media where appropriate
3. Accessible forms and navigation
4. Clear communication for families and stakeholders
5. Compliance with applicable accessibility standards
6. Equitable access to school information for students and families
Accessibility improvements shall be considered as part of all website updates and platform decisions.

IX. Incident Response and Breach Notification
The Superintendent or designee shall establish procedures for responding to suspected privacy breaches, cybersecurity incidents, or unauthorized disclosures involving website systems.
Procedures shall include:
1. Immediate reporting requirements
2. Investigation and containment measures
3. Coordination with technology and legal personnel
4. Required notifications under applicable law
5. Documentation of incidents and corrective action
6. Review of safeguards to prevent recurrence
Employees shall report suspected incidents immediately.

X. Public Records and Transparency
Website records and digital communications maintained as part of official school business may be subject to public records laws and records retention requirements.
Website management shall align with records retention schedules, public records obligations, and Policy 5071/7351 Electronically Stored Information Retention.

Legal References
· Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. § 1232g
· Individuals with Disabilities Education Act (IDEA), 20 U.S.C. § 1400 et seq.
· Children’s Online Privacy Protection Act (COPPA), 15 U.S.C. § 6501 et seq.
· Protection of Pupil Rights Amendment (PPRA), 20 U.S.C. § 1232h
· Americans with Disabilities Act, 42 U.S.C. § 12101 et seq.
· G.S. 115C
· G.S. 132
· North Carolina Identity Theft Protection Act
· State Board of Education Policies

This policy shall be reviewed periodically to ensure compliance with legal requirements, evolving cybersecurity standards, accessibility expectations, and the operational needs of ENCSD.
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