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Technology Responsible Use
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Purpose
The Eastern North Carolina School for the Deaf (ENCSD) provides technology resources to support instruction, communication, residential services, and administrative operations. The purpose of this policy is to establish clear expectations for the responsible, ethical, safe, and lawful use of ENCSD technology resources by students, employees, and authorized users.
This policy focuses on acceptable use of school technology systems and devices and supports compliance with federal and state law, Board policy, and administrative procedures.

I. Policy Statement
The Board of Trustees recognizes that access to technology is a privilege that supports learning and operational effectiveness. All users of ENCSD technology resources are expected to use these tools in a responsible, ethical, and lawful manner.
ENCSD reserves the right to monitor, manage, and restrict access to its technology resources to ensure compliance with this policy, protect students and staff, maintain system integrity, and comply with legal obligations.
Use of ENCSD technology resources constitutes acceptance of this policy and all related administrative procedures.
This policy addresses acceptable use of technology resources and does not replace policies governing internet safety education, cyberbullying prevention systems, or incident response procedures, which are addressed in other Board policies.

II. Definitions
· Technology Resources: Any ENCSD-owned, leased, or authorized device, network, system, application, platform, software, or digital service used for school-related purposes.
· Personally Identifiable Information (PII): Information that can identify a specific individual, including name, identification number, contact information, or other protected data.
· Unauthorized Access: Any attempt to access systems, data, accounts, or networks without permission or beyond authorized access levels.
· Artificial Intelligence (AI): Technology systems capable of performing tasks that typically require human intelligence, including content generation and automation.

III. Responsible Use Expectations
All users of ENCSD technology resources shall:
1. Use technology primarily for educational, instructional, residential, or operational purposes
2. Respect the rights, privacy, and safety of others
3. Protect passwords and account credentials
4. Follow all applicable laws, Board policies, and school procedures
5. Use only approved systems and platforms for school-related work
6. Report suspected security concerns, misuse, or system violations to appropriate staff
7. Use technology in a manner that does not disrupt school operations or compromise system security.

IV. Prohibited Uses
The following uses of ENCSD technology resources are strictly prohibited:
1. Accessing, viewing, or distributing inappropriate, obscene, or harmful content
2. Unauthorized access to systems, accounts, or data
3. Sharing passwords or bypassing security controls
4. Installing or using unauthorized software or applications
5. Plagiarism, cheating, or academic dishonesty
6. Use of technology to violate privacy or disclose confidential information
7. Use of Artificial Intelligence tools in violation of Policy 3221
8. Any illegal, unethical, or disruptive activity that interferes with school operations or safety.
Behavioral incidents such as cyberbullying, harassment, or threats are addressed under Policy 6053 Internet Safety and Ethical Use and the Student Code of Conduct.

V. Artificial Intelligence and Emerging Technologies
Use of Artificial Intelligence (AI) tools must comply with Policy 3221 – Artificial Intelligence (AI) in Instruction and Operations.
Users shall not:
· Enter confidential or protected student data into unauthorized AI systems
· Use AI to violate academic integrity standards
· Use AI-generated content in a misleading or deceptive manner
· Use AI tools in ways that compromise privacy, security, or professional standards.

V. Monitoring and Privacy
ENCSD may monitor the use of its technology resources to ensure compliance with this policy, maintain system security, and support operational integrity.
Users should have limited expectation of privacy when using ENCSD-owned or managed systems, except as otherwise required by law.
Monitoring shall be conducted in accordance with applicable privacy protections and legal requirements.

VI. Enforcement and Consequences
Violations of this policy may result in disciplinary action, including but not limited to:
· Loss of technology privileges
· Student disciplinary consequences consistent with the Student Code of Conduct
· Employee disciplinary action
· Legal action when applicable

VII. Staff Responsibilities
Employees shall:
1. Model responsible and ethical technology use
2. Supervise student use of technology when appropriate
3. Protect confidential student and personnel information
4. Use approved systems for communication and instructional purposes
5. Report suspected misuse or security concerns
6. Follow all privacy, cybersecurity, and acceptable use requirements

VIII. Student Responsibilities
Students shall:
1. Use technology in a safe, respectful, and responsible manner
2. Follow staff directions and school expectations
3. Protect personal and account information
4. Use technology only for approved educational purposes
5. Report unsafe or inappropriate technology use

Legal References:
· Children’s Internet Protection Act (CIPA), 47 U.S.C. § 254
· Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. § 1232g
· Children’s Online Privacy Protection Act (COPPA)
· G.S. 115C-102.10
· G.S. 14-458.1 (Cyberbullying)
· State Board of Education Policies
· North Carolina Department of Information Technology Standards

This policy shall be reviewed periodically to ensure alignment with evolving technology practices, legal requirements, and the operational needs of ENCSD.

Revision History:
Adopted: 04/16/2025
Revised: 11/19/2025

Summary of Revisions:

1. Title changed from Internet Safety and Ethical Use to Technology Responsible Use
2. Added Social Media Platform definition
3. Updated language in section III. Policy requirements to meet G.S. § 115C-102.10 (enacted by S.L. 2025-38) and G.S. § 115C-81.26 (enacted by S.L. 2025-38)
4. Revised legal references to include reference to G.S. § 115C-102.10 and G.S. § 115C-81.26 (enacted by S.L. 2025-38)

Revision History:
Adopted: 04/16/2025
Revised: 04/28/2026

Summary of Revisions:

1. Reorganized policy to function strictly as an Acceptable Use Policy (AUP) within ENCSD’s technology policy framework.
2. Removed instructional internet safety education content and cyberbullying response procedures to eliminate overlap with Policy 6053.
3. Clarified that cyberbullying, harassment, and related behavioral incidents are governed under Policy 6053 and the Student Code of Conduct.
4. Streamlined definitions to focus on technology use, PII, unauthorized access, and AI systems without duplicating safety education policy content.
5. Strengthened prohibited uses section to focus on system misuse, security violations, and academic integrity.
6. Maintained cross-reference to Policy 3221 Artificial Intelligence (AI) in Instruction and Operations for AI governance.
7. Simplified monitoring and privacy language to align with legal expectations and avoid duplication with internet safety policy.
8. Clarified separation between technology use rules (this policy) and safety/behavioral response systems (Policy 6053).
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